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Foreword

IVA is spearheading the Swedish Futures initia-
tive to formulate a vision for Sweden as a leader in 
technology and innovation by 2035. Since autumn 
2025, Swedish Futures has brought together stake-
holders from academia, industry, and the public 
sector to identify opportunities, challenges and 
strategic directions for competitiveness and sus-
tainable development.

Among other things, the initiative convenes work-
ing groups that quickly and systematically analyse 
challenges and opportunities in different technol-
ogy areas and produce highly focused reports. 
These reports provide an overview of the status 
quo and outlook for the field under examination 
and present concrete proposals for action. They 
also serve as an important foundation for shaping 
an overarching vision for Sweden in 2035.

This report was produced by the working group on 
software for critical physical systems. The group’s 
analysis reveals both issues and opportunities 
where Sweden can strengthen its competitiveness 
by translating industrial strength and technological 
excellence into secure and scalable solutions for a 
growing market.

As with all IVA projects, the participants have 
contributed in their personal capacity and not as 
representatives of the organisations in which they 
work. The report’s analyses and recommenda-
tions are largely based on discussions within the 

working group, as well as on the experience and 
knowledge contributed by its members. The work-
ing group stands behind the report in its entirety, 
but this does not mean that all members necessar-
ily endorse every formulation.

The working group on software for critical physi-
cal systems was active from April through October 
2026. 
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Software is playing an increasingly important role 
in products such as vehicles, robots and industrial 
machinery. When software controls functions that 
affect the physical world, failures can have seri-
ous consequences for people, the environment 
and critical societal functions. This places high 
demands on safety and reliability, as well as on the 
ability to test and verify products throughout their 
lifecycle.

AI is also changing how software and products are 
developed. It can be used to develop software and 
also incorporated into the products themselves. 
This can speed up development, but also brings 
new demands in terms of skills, working methods 
and oversight. As technology advances rapidly, 
skills need to keep pace. As AI takes over some of 
the tasks traditionally performed by programmers, 
a sound understanding of products, systems and 
architecture becomes increasingly important.

The landscape is also changing as trade, technol-
ogy and supply chains become more regional, with 
security and geopolitical considerations playing an 
increasingly important role. Access to components, 
data, computing power and digital infrastructure 
can be affected by where technologies are de-
veloped and used. Swedish companies therefore 
need to navigate different markets and regulatory 
frameworks while reducing their exposure to stra-
tegically important dependencies. These shifts also 
create opportunities for Sweden and Europe to 
strengthen their capabilities in areas where safety 
and reliability are becoming increasingly important.

As products become less reliant on hardware de-
sign alone and increasingly depend on software 
for their functions and ongoing development, 
companies need to adapt their working methods. 
Development cycles need to be shorter, allowing 
new solutions to be tested and feedback gathered 
at an early stage. Swedish companies need to 
make decisions and develop new solutions more 
quickly, even when information is incomplete and 

some risks must be accepted. This is a particular 
challenge for established industrial companies, 
which must develop new skills and ways of work-
ing while maintaining their existing operations.

Sweden has a strong industrial base, considerable 
technical expertise and extensive experience in 
complex product development. The challenge is 
to build on these strengths to develop and scale 
up safe, reliable products in which software and AI 
play an increasingly important role.

The working group presents three overarching 
recommendations on where Sweden should focus 
its efforts to strengthen Swedish competitiveness, 
achieve sustainability and contribute to security in 
Sweden and globally. These recommendations are 
based on an analysis of Sweden’s current position 
in software for critical physical systems, interna-
tional development trends and a review of key 
issues identifying barriers and opportunities for 
further development. They bring together a num-
ber of proposals and actions, which are set out in 
greater detail in the report. 

•	 	Accelerate companies' transition from 
traditional products to AI-enabled, learning 
systems through new business models, 
organisational structures and stronger 
collaboration between stakeholders. 
Strengthen expertise at board and senior 
management level. 

•	 	Build expertise and experience in securing 
critical physical systems. Adapt education 
and skills development more rapidly to 
meet industry’s need for secure and reliable 
software.

•	 	Shorten the path from development to 
market. Create platforms for developing, 
testing and validating software in realistic 
environments through collaboration between 
industry, academia and the public sector.
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FIGURE 1: Description 
of software for critical 
physical systems.
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Definition and scope

This report uses the term “software for critical physi-
cal systems”. Software refers to programmes and 
other instructions that run on a computer, such as 
operating systems, applications, scripts and drivers.1 
According to the Dataterm Group, software can 
also be defined as data in the form of instructions 
that a computer can interpret and execute.

In critical physical systems, safety and reliability 
are crucial. Examples of such systems include 
aeroplanes, robots, lorries, cars, drones, boats and 
construction machinery. 

In this report, we have limited our scope to physi-
cal systems where embedded software and/or AI 
constitute a significant part of the product itself. 

1	 Computer Sweden. IT terms.

The report covers both functional safety and IT se-
curity. However, medical technology applications 
are not included. 

Software for critical physical systems encompass-
es not only finished systems, but also the software 
and tools used to develop them. As AI and other 
advanced software play an increasingly signifi-
cant role in the development, programming and 
testing of these systems, requirements for safety 
and reliability must be considered throughout the 
entire process, from development and testing to 
operation and updating. The increasing use of AI in 
software development is transforming the devel-
opment process. Parts of the programming work 
can be automated, for example through AI-gen-
erated code, which can make the work consider-
ably faster. Previously, programming and changes 
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TABLE 1: IVA’s selection of topics for technical reports is based on eight criteria.

CRITERION SOFTWARE FOR CRITICAL PHYSICAL SYSTEMS IN SWEDEN

Global Leadership Sweden can become a world leader in a number of areas 
where embedded software or AI constitutes a significant part 
of physical products and where there is a high demand for 
security and reliability.

Turnaround  
(opportunity to  
reverse current  
trends)

Sweden has the opportunity to move from strong but 
scattered expertise to a more consolidated capability in 
developing, testing and using software for critical physical 
systems.

Positional shift As software accounts for an increasing share of a vehicle, 
machine or defence system, it also changes how the product 
functions and how value is created.

Enabling technology Embedded software and AI are becoming central to how 
physical products function, are controlled and monitored. In 
critical systems, the software must be secure and reliable while 
also allowing for updates over the long term.

International dimension Sweden’s strong export industry in sectors such as automotive, 
aviation, defence and space provides a solid foundation for 
developing and selling products in which software for critical 
physical systems makes up a significant part of the product.

Megatrends Automation, electrification and greater autonomy mean that 
an increasing number of physical products rely on advanced 
software in their core functions.

Geopolitics Growing dependence on foreign technology makes the 
ability to develop, control and secure software for critical 
physical systems vital to Sweden’s security and technological 
autonomy.

 Hot topic Software is becoming increasingly important for industrial 
competitiveness as physical products become more software-
controlled and autonomous.
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to the software were largely the responsibility of 
specialist programmers and systems develop-
ers. AI-based tools enable, for example, engineers 
and others working with the products and sys-
tems in which the software is embedded to write 
and modify code themselves to a greater extent. 
For software that controls physical systems, this 
means that changes to safety-critical software can 
be implemented more quickly and by people in dif-
ferent professional roles. This places new demands 
on how security is managed, controlled and veri-
fied throughout the entire development process. 

The term “embedded” is traditionally used for 
software that is integrated directly into a physical 
product, such as a vehicle or an industrial system. 
For the purposes of this definition, however, the 
location of the software is not decisive, but rather 
the role it plays in the physical system. Today’s 
physical products often rely on software and ser-
vices beyond the product itself, such as cloud in-
frastructure. Functionality may therefore be distrib-
uted between the physical product, the software 
within the product and external digital services. 

Reasons for prioritising a 
technology report on software 
for critical physical systems
IVA has carried out a data-driven analysis of pat-
ents, scientific publications, and startup invest-
ments to map Sweden’s global position within 48 
strategically important technology areas that are 
of great significance to the country’s future pros-
perity, economic resilience and national security.2

Among other things, the analysis revealed that Swe-
den needs to adopt a more strategic approach to 

2	 IVA (2025). Sweden’s position in strategically important technologies. Investment priorities, strengths and challenges.

secure its position internationally. Against this back-
drop, IVA decided to conduct an in-depth analysis of 
software for critical physical systems and to draw up 
proposals for the desired future direction in this area. 
The selection is based on eight criteria; see Table 1. 

Swedish industrial exports are strong in sectors 
such as vehicles, machinery, aviation, defence sys-
tems and space products. These sectors are now 
undergoing rapid change, with software increas-
ingly determining how the systems function, how 
secure they are and what value they create. This 
means that software is taking over functions previ-
ously performed by mechanical and electronic 
components. 

Software for critical systems must meet very differ-
ent requirements from software used in ordinary 
consumer services. It must be able to withstand 
failures, disruptions and attacks. It must not pose a 
risk of physical harm to equipment or people and 
must remain reliable over long periods and accom-
modate ongoing updates without compromising 
security.

New ways of working – such as fragmented de-
velopment chains, staged software delivery and 
more AI-generated code – make it more difficult 
to maintain full control and traceability through-
out the development process. Sweden possesses 
strong expertise in both industry and technology 
but lacks a coordinated approach to developing 
secure and reliable software for this type of critical 
system. An important part of such an approach 
is to create strategic freedom of action so that 
Sweden can maintain control over critical areas 
where security, data or critical dependencies must 
be considered. In other areas, it may be possible to 
use European and commercial solutions to benefit 
from greater scale and faster development.
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Software that controls 
the physical world

Software for critical physical systems controls, 
monitors or influences technical systems where 
the software’s operation has direct consequences 
in the physical world. In traditional information sys-
tems, a fault may lead to information being lost or 
functionality being restricted. However, a fault in a 
critical physical system can cause physical dam-
age, affect people’s safety or disrupt functions vital 
to society. Examples of such systems can be found 
in the transport sector, where software is now an 
integral part of aeroplanes, cars, lorries, trains and 
autonomous transport systems. Other examples 
can be found in the energy sector and in industrial 
applications. The term “cyber-physical systems” is 
used to describe technical systems in which soft-
ware, computers and physical equipment interact 
to monitor, analyse and control various processes 
in the real, physical world.3 These systems use 
sensors to collect information from the environ-
ment, process this information using software, and 
then influence the physical world through various 
control functions. The software forms the logical 
core of these systems by collecting information 
from the environment, analysing the system’s state 
and generating control signals that influence the 
physical process. In a modern vehicle, for example, 
sensors can measure speed, position, surrounding 
traffic and the vehicle’s technical status. The soft-
ware processes this information to control func-
tions such as the braking system, the powertrain, 
battery management or automated driving func-
tions. Similarly, software controls key functions in 
aeroplanes, railway systems and industrial pro-
cesses.4 With the help of AI, modern systems can 
understand their surroundings, anticipate what 

3	 Rajkumar, R., Lee, I., Sha, L., & Stankovic, J. (2010). Cyber-physical systems: The next computing revolution. Proceedings of the IEEE, 98(8), 1305–1320.

4	 Lee, E. A. (2008). Cyber physical systems: Design challenges (Technical Report No. UCB/EECS-2008-8). University of California, Berkeley.

5	 Kopetz, H. (2011). Real-time systems: Design principles for distributed embedded applications (2nd ed.). Springer.

might happen and act accordingly. For example, a 
self-driving car can detect other road users, assess 
how they might move and adapt its driving.

Software consists of instructions, logic and mod-
els that specify how a computer system should 
process information and perform various tasks. In 
traditional IT systems, software is primarily used to 
manage information, communication and admin-
istrative functions. In critical physical systems, 
however, the software has a direct impact on 
the physical world by controlling and monitoring 
technical processes. This means that the software 
must not only produce the correct results but also 
do so at the right time and under conditions where 
errors could have serious consequences. Conse-
quently, particularly high standards are set for how 
such software is developed, tested and verified to 
ensure that the systems operate reliably through-
out their entire lifecycle.5

Errors in a critical system 
have serious consequences

A system is considered critical if a fault could have 
serious consequences for people, the environ-
ment, the economy or functions vital to society. 
Consequently, specific requirements are imposed 
on how the system is developed, tested, moni-
tored and maintained throughout its entire lifecy-
cle. Critical systems must be secure, reliable and 
available. They must also be able to handle disrup-
tions and faults in a controlled manner. In safety-
critical applications, it is particularly important 
that the system can prevent dangerous situations 
or limit the consequences when a component or 
software function does not operate as intended. 
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AI is already being used in the development of software for critical physical systems. For example, 
it can help to write and review code, find errors, create tests and document the work. Development 
has progressed rapidly in a short space of time, and in just a few years AI has become an 
established tool in software development.

AI is also becoming an increasingly important part of the products themselves. In vehicles, 
robots and other physical systems, AI can, for example, be used to interpret information from the 
environment, make decisions and control the system’s functions. This can be described as AI in 
physical systems, or “physical AI”. This means that the software’s ability to perceive and act in the 
physical world is becoming an increasingly important part of product development. 

AI is changing not only individual tasks but also development itself. Some of this work can be 
carried out in a faster and more automated manner, giving developers more time for problem-
solving, architecture and other tasks that require experience and judgement. It is also becoming 
easier to test different solutions and move quickly from idea to testing and further development.

For companies, this presents opportunities to increase the pace of development and utilise skills 
and resources in a different way. It also requires new ways of working and new skills. Companies 
need to understand how AI can be used in development and how the results should be reviewed, 
tested and followed up.

This is particularly important for critical physical systems. AI can make mistakes, which means that 
code or other solutions developed with the help of AI must be thoroughly checked and tested 
before being put to use. Clear procedures are also needed to document how the software has 
been developed and how changes have been made.

AI is therefore changing the conditions for the entire software development process. Developers’ 
work is changing, companies need to adapt their working methods, and the requirements for 
control, testing and accountability are becoming a key part of the new development process.

AI IS TRANSFORMING THE LANDSCAPE OF SOFTWARE DEVELOPMENT

Reliability is therefore not merely about the system 
functioning under normal conditions, but also 
about its ability to detect faults, adapt to disrup-
tions and return to a safe state.6

For safety-critical systems, it is not enough to 
demonstrate that the software works in a range 
of test cases. Developers must also be able to 
demonstrate that the system meets defined safety 

6	 Avizienis, A. et al. (2004). Basic concepts and taxonomy of dependable and secure computing. IEEE Transactions on Dependable 
and Secure Computing, 1(1), 11–33.

7	 ISO. (2018). ISO 26262: Road vehicles – Functional safety. International Organization for Standardization.

requirements throughout its entire lifecycle. This 
requires systematic approaches for requirements 
management, risk analysis, verification and vali-
dation. In the automotive industry, for example, 
standards are used to structure work on functional 
safety in electrical and electronic systems.7 Similar 
principles are applied in other areas where soft-
ware faults can affect people’s safety.
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Decisions must be 
both correct and timely

An important difference between critical physical 
systems and many other technical systems is that 
they must be able to respond quickly and pre-
dictably. In these systems, it is not only important 
that a decision is correct, but also that it is made 
at the right time. For example, a vehicle’s braking 
system, an aeroplane’s flight control system or an 
industrial control system must be able to react 
within defined time limits in order to maintain 
safety. A correct decision can still lead to seri-
ous consequences if it is made too late. Conse-
quently, specific requirements are placed on the 
software used in these systems. It must ensure 
that the correct function is performed, that the 
result is accurate, and that the function is ex-
ecuted within the time required for the system to 
operate safely.8

Software for critical physical systems thus differs 
in several crucial ways from other software. First, 
there is a direct link between the software’s behav-
iour and physical safety. Second, a high degree of 
predictability is required, as the system’s behav-
iour must be analysable, verifiable and, in many 
cases, guaranteed. Third, development must rely 
on methods capable of handling highly com-
plex systems with a long economic lifespan and 
numerous interdependencies between different 
components.9

8	 Kopetz, H. (2011). Real-time systems: Design principles for distributed embedded applications (2nd ed.). Springer.

9	 Leveson, N. G. (2011). Engineering a safer world: Systems thinking applied to safety. MIT Press.

10	 Rumez, M., et al (2020), An Overview of Automotive Service-Oriented Architectures and Implications for Security Countermeasures, 
IEEE Access, vol. 8, pp. 221852-221870.

11	 Koopman, P., & Wagner, M. (2017). Autonomous vehicle safety: An interdisciplinary challenge. IEEE Intelligent Transportation 
Systems Magazine, 9(1), 90–96.

Software controls many 
systems in today’s vehicles

This trend is particularly evident in the automotive 
industry, where modern cars and lorries have be-
come advanced technical systems that are largely 
controlled by software. Today, software controls 
everything from powertrains and energy con-
sumption to safety features, driver assistance and 
connected services. The vehicle has thus evolved 
from being primarily a mechanical structure to 
becoming a complex system in which software 
plays a central role in its function, performance 
and safety. The increasing volume and complex-
ity of software present new challenges in terms of 
development, testing, verification and long-term 
maintenance.10 For autonomous vehicles, the chal-
lenges are even greater, as the software must be 
able to interpret a complex environment, make 
decisions and act safely in situations that cannot 
always be foreseen in advance.11

Autonomous transport systems clearly illustrate 
the difference between “ordinary” software and 
software for critical physical systems. A traditional 
computer programme can often be corrected 
once a fault has been detected, whereas an au-
tonomous vehicle must be able to make safe deci-
sions in real time without human intervention. This 
requires new methods of verification and valida-
tion, combining simulation, model-based develop-
ment and formal analysis methods with extensive 
testing in real-world environments. The Swedish 
Transport Agency has highlighted that autono-
mous vehicles entail new requirements for safety, 
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legal liabilities and technical development within 
the transport system.12, 13

Both technology and 
organisation are important

In addition to functional safety requirements, 
cyber security is increasingly important as critical 
physical systems become more connected and 
dependent on digital communication. Modern 
vehicles and transport systems exchange infor-
mation with external services, other vehicles and 
digital infrastructure, creating new opportunities 
for more efficient and automated functions, but 
also new vulnerabilities. An attack on a connected 
physical system can have consequences that ex-
tend beyond the digital environment and affect the 
physical world. Therefore, software security must 

12	 Swedish Transport Agency. (2014). Autonomous driving – Preliminary study (Ref. No.: TSG 2014–1316).

13	 Swedish Transport Agency. (2025). Proposal for a national traffic regulation model – safe use of automated vehicles (Ref. No.: TSV 2025–12812).

14	 Karlzén, H., et al. (2024). Mjukvarors säkerhet beror på utvecklarnas motivationer och hinder (FOI-R--5691--SE).

be managed from a holistic perspective that takes 
into account both technical solutions and organi-
sational factors. Development processes, expertise 
and a strong security culture are crucial to devel-
oping and maintaining software that is robust and 
resilient to faults and attacks.14

Regulatory frameworks 

Regulatory frameworks that 
aim to reduce security risks

The regulatory requirements for software in criti-
cal physical systems vary between sectors. This 
involves a combination of European regulations, 
Swedish laws, regulatory requirements and inter-
national standards. What they all have in common 
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is that they are intended to ensure that systems 
are developed, tested and maintained in a way 
that minimises the risk of faults that could affect 
people’s safety, critical societal functions or physi-
cal infrastructure.

A key principle is that security must be managed 
throughout the system’s entire lifecycle, from the 
initial requirements and technical design through 
to testing, operation and maintenance. Standards 
are therefore used across various sectors to sup-
port secure development, such as ISO 26262 in 
the automotive sector and equivalent standards in 
the aviation and rail sectors.

Cybersecurity requirements are growing 

As critical physical systems become increasingly 
connected and dependent on digital commu-
nication, the demands on cyber security are 
growing. 

The EU requires organisations operating in sectors 
critical to society to work systematically with cyber 
security, risk management and incident reporting.15 
In Sweden, these requirements are implemented 
through the Cybersecurity Act (2025:1506). Or-
ganisations critical to Sweden’s security are also 
subject to the Security Protection Act (2018:585), 
which sets out requirements for the protection of 
sensitive information, technical systems and criti-
cal functions.

The development of connected products is also 
influenced by new EU regulations, such as the 

15	 NIS 2 Directive (EU) 2022/2555.

16	 Cyber Resilience Regulation (EU) 2024/2847.

17	 Including Regulation (EU) 2018/858.

18	 UN Regulation No. 155 – Cyber security and cyber security management system.

19	 UN Regulation No. 156 – Software update and software update management system.

Cyber Resilience Regulation.16 This regulation 
requires manufacturers to take greater responsi-
bility for developing secure products, managing 
vulnerabilities and ensuring that security updates 
can be implemented throughout the product’s 
lifecycle.

Requirements in the transport, 
industrial and defence sectors

The transport sector is an area where the require-
ments for secure software are particularly high, as 
faults can have direct consequences for people’s 
safety. For road vehicles, EU type-approval rules 
regulate safety requirements.17 For modern con-
nected vehicles, these requirements are supple-
mented by international regulations, for example 
on cyber security18 and on the management of 
software updates.19

In the aviation, rail and industrial sectors, too, 
there are high standards requiring that safety-
critical systems be developed and monitored in 
a structured manner. In Sweden, the Swedish 
Transport Agency is responsible for supervision 
and regulations across several transport sectors. 
The defence sector imposes similarly high stand-
ards of robustness and reliability, as systems must 
be able to function even in the event of disrup-
tions, attacks and adverse conditions. The Secu-
rity Protection Act regulates activities where the 
protection of sensitive systems and information is 
crucial and is supplemented by defence-specific 
requirements in areas such as system security and 
information security.
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Protection of people and safe use

In addition to requirements concerning technical 
functionality and cyber security, there are regula-
tory frameworks that focus on protecting people 
who use or are affected by technical systems. 
The Work Environment Act (1977:1160) requires 
employers to prevent risks and ensure that 
technical systems and work equipment are used 
safely. For machinery and industrial systems, this 
is supplemented by the Swedish Work Environ-
ment Authority’s regulations and the EU Machin-
ery Regulation (EU) 2023/1230, which require that 
machinery and its control systems be safe and 
reliable.

A common feature of these regulatory frame-
works is that safety cannot be treated as an after-
thought but must be built in from the very start 
of system development. As software plays an 
increasingly significant role in controlling physi-
cal processes, the interplay between functional 
safety, cybersecurity, health and safety, and 
product requirements becomes crucial. This is 
particularly important for the autonomous and 
connected transport systems of the future, where 
software decisions can directly affect people and 
the physical environment.

International perspective 

The development of safety-critical software 
is concentrated in countries where advanced 
technical systems combine physical functions 
with complex software. International standards 
for the development of safety-critical systems 

20	 Radio Technical Commission for Aeronautics. Software Considerations in Airborne Systems and Equipment Certification. RTCA DO-178C.

21	 National Institute of Standards and Technology. (2018). Framework for Improving Critical Infrastructure Cybersecurity. Version 1.1.

have been developed in close association with 
strong industrial sectors in the US, Europe and 
Japan. 

The US links defence,  
society and security

The US holds a strong position in safety-critical 
software through its links between defence, the 
aerospace industry, space technology and cy-
ber security. In the aerospace sector, the US has 
played a central role in establishing processes for 
safe software development and certification. The 
standard for software development in airborne 
systems is used internationally and is an estab-
lished model for requirements management, 
verification and documentation of safety-critical 
software.20 The strength of the US lies not only in 
the development of advanced technical solutions 
but also in established methods for demonstrat-
ing that complex software meets safety require-
ments through systematic verification and valida-
tion. The US is also a leader in cyber security for 
critical infrastructure through the development of 
frameworks for risk management and the protec-
tion of digitally critical systems. For example, the 
US National Institute of Standards and Technology 
(NIST) has developed a cyber security framework. 
This is used internationally as a model for identify-
ing, managing and mitigating cyber risks in critical 
systems.21 

Since the 1960s, the US has conducted research 
into computers and software for defence purposes 
through the Defence Advanced Research Projects 
Agency (DARPA). The agency has subsequently ex-
panded this work to include, among other things, 
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autonomous systems and methods for making 
software more secure and reliable.22

Experience from the US aviation industry shows 
that shortcomings in the design, testing and ap-
proval of software-controlled functions can have 
very serious consequences. In a high-profile case, 
problems in an automated flight control system 

22	 Cybersecurity and Infrastructure Security Agency, Defense Advanced Research Projects Agency, Office of the Under Secretary of Defense for 
Research and Engineering, & National Security Agency. (2025). Closing the software understanding gap. U.S. Department of Homeland Security.

23	 Sgobba, T. (2019). B-737 MAX and the crash of the regulatory system. Journal of Space Safety Engineering, 6(4), 299–303.

24	 Military Watch Magazine. (2025). US failed upgrades: F-35 software and modernization problems.

contributed to two air accidents, where the system 
could be activated on the basis of incorrect sen-
sor data.23 Within the defence industry, extensive 
software problems have delayed upgrades to 
advanced aviation systems, partly due to stabil-
ity issues, faults discovered during testing and the 
need for several new software versions.24
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The UK is investing in flexible systems

The UK has strong defence, aerospace and ad-
vanced manufacturing sectors. In the defence sec-
tor, the country is focusing on developing systems 
where software can be more easily updated and 
adapted as new requirements arise. One example 
is work on aviation systems where different com-
ponents can be replaced and upgraded without 
the need to overhaul the entire system.25

The UK is also investing in AI, data and autono-
mous systems within the defence sector and 
emphasises the need to bring new technology 
from research and industry into practical use more 
quickly. At the same time, there is a shortage of 
digital skills and a need for better common solu-
tions to ensure interoperability between different 
systems.26 The UK thus highlights both the oppor-
tunities and challenges in adapting advanced sys-
tems as software becomes increasingly important.

Germany’s position is 
based on industrial tradition

Germany has strong automotive, manufacturing 
and automation sectors. The major push towards 
the digitalisation of industry, which began in the 
2010s, built on the country’s strong manufactur-
ing sector and expertise in automation, embed-
ded systems and information technology.27 Since 
then, digital technology has played an increas-

25	 Ministry of Defence. PYRAMID: Rapid adaptability for avionics systems. GOV.UK. Webbsida: www.gov.uk/guidance/pyramid-rapid-
adaptability-for-avionics-systems. Information hämtad den 7 oktober, 2026.

26	 Ministry of Defence. (2025). The Strategic Defence Review 2025: Making Britain safer, secure at home, strong abroad. Policy paper. GOV.UK.

27	 Kagermann, H., et al. (2013). Recommendations for implementing the strategic initiative INDUSTRIE 4.0: Securing the future of 
German manufacturing industry. Forschungsunion & acatech.

28	 Xu, L. et al. (2018). Industry 4.0: State of the art and future trends. International Journal of Production Research. 56(8). 2941–2962.

29	 Burr, W. (2026). Competence building in software technologies: The case of the German automotive industry. 
 Technology Analysis & Strategic Management, 38(1), 96–108.

30	 Deutsche Presse-Agentur. (2026, 1 oktober). Kreise: VW-Softwaretochter steht vor weiterem Stellenabbau. WELT.

31	 OECD. (2025). OECD Economic Surveys: Germany 2025. OECD Publishing.

ingly significant role in both production and prod-
ucts, partly through the integration of physical 
systems with digital technology.28

For the German automotive industry, the shift 
towards software-defined vehicles has be-
come a major challenge. Companies have long 
possessed strong expertise in areas such as 
mechanics, powertrains, safety and industrial 
production, but now need to build up more ex-
pertise in software and digital technology. This 
has required both internal capacity-building and 
collaboration with external partners, which has 
created challenges in terms of organisation, 
dependencies and the time needed to develop 
new expertise.29 This development has also led 
to reorganisations and cutbacks in the software 
sector, while collaboration with external part-
ners has grown.30 The OECD has also highlighted 
that German companies have lagged behind in 
digitalisation and that this is hampering produc-
tivity growth.31 While Germany has a strong in-
dustrial base, the transition to products in which 
software plays an increasingly significant role is 
clearly a challenge.

South Korea combines industry and AI

South Korea has a strong industrial sector in areas 
such as automotive, electronics, semiconductors 
and manufacturing. As early as 2014, the country 
launched a comprehensive initiative to digitise fac-
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tories and has since supported tens of thousands 
of projects in companies across the country.32

This initiative has made it easier for companies to 
use digital technology in production. South Korea 
is also working to expand the use of AI across 
industry. The OECD points out that the country 
needs to strengthen companies’ ability to develop 
and use new technology in order to remain com-
petitive.33 South Korea can be seen as an exam-
ple of how a strong manufacturing sector can be 
combined with rapid digital transformation.

Israel links defence and cyber security

Israel stands out from the other countries due to 
its particular strength in cyber security. The OECD 
describes Israel as a country with a high capacity 
for innovation and strong development in digital 
security technology.34 Within security-critical sys-
tems, this expertise is particularly relevant as cyber 
attacks can affect both digital functions and physi-
cal security.35

The OECD highlights Israel’s strong high-tech sector 
and the close links between defence, research and 
industry as key to the country’s innovation capacity. 
When it comes to software for critical physical sys-
tems, the combination of defence-related expertise, 
AI and advanced technology is particularly relevant, 
as it enables companies to develop and employ 
technology in security-critical applications.36

32	 OECD (2026), Korea’s Smart Manufacturing Innovation Initiative. OECD Publishing.

33	 OECD (2023), OECD Reviews of Innovation Policy: Korea 2023, OECD Publishing.

34	 OECD. (2024). OECD Digital Economy Outlook 2024. OECD Publishing.

35	 Humayed, A. et al. (2017). Cyber-Physical Systems Security—A Survey. IEEE Internet of Things Journal, 4(6), 1802–1831.

36	 OECD. (2025). OECD economic surveys: Israel 2025. OECD Publishing.

37	 Xu, L. et al (2018). Industry 4.0: State of the art and future trends. International Journal of Production Research. 56 (8). 2941–2962.

38	 Wang, D. (2023). China’s hidden tech revolution: How Beijing threatens U.S. dominance. Foreign Affairs, 102(2), 66–75.

39	 IVA (2026). Advanced Manufacturing: A technical report within the ‘Swedish Futures’ series on complex discrete manufacturing. See 
in particular the section ‘Europe and China have different approaches’, which contains several references. 

China has national strategies for  
large-scale and rapid implementation 

China has built up a rapidly growing capacity in 
industrial digitalisation and advanced production 
systems. The country’s national strategies have 
focused on developing digital industry, artificial 
intelligence and smart manufacturing.37 China’s 
primary strength lies in its ability to rapidly imple-
ment advanced technical systems on a large scale, 
while Western industrialised nations have tradition-
ally had longer experience in developing regulated 
safety-critical systems.

China’s strength lies not only in developing new 
technology, but also in its ability to rapidly trans-
late it into products and scale up production 
through dense supplier networks and close links 
between companies and manufacturing. For 
physical systems, this highlights the importance 
of being able to combine technical expertise 
with industrial capacity, supply chains and the 
ability to move rapidly from development to pro-
duction.38

Europe and China have different approaches to 
organising production and innovation. China, for 
example, has a long-term industrial policy with 
state investment in strategic areas.39
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Several current Swedish initiatives are significant for 
the development of software for critical physical sys-
tems. These initiatives strengthen many of the condi-
tions required to develop, test and use new technolo-
gy. These include computing capacity, research and 
development, expertise, funding and security.

Access to advanced computing power is one ex-
ample. In July 2026, the Swedish Tax Agency was 
tasked with entering into a joint agreement under 
the EU’s supercomputer programme. Among other 
things, this will give the Swedish public sector ac-
cess to computing power from an AI facility in Fin-
land, which the Government considers important 
for research, innovation and the use of AI.40

Support is also being provided for research and de-
velopment in new digital technologies. The Govern-
ment has tasked Vinnova with allocating at least 570 
million kronor in 2026 under the Advanced Digitalisa-
tion programme.41 Among other things, the pro-
gramme is intended to support the development of 
new technology and AI that can be used in industry. 
The Government has also invested in research into AI 
and other strategically important technological areas 
relevant to software for critical physical systems.42

The supply of skilled labour is another key area. In 
July 2026, the Government commissioned a review 
into how university courses can be better adapted 
to the future needs of the labour market and soci-
ety.43 Developing software that can operate safely 
alongside physical products requires both sound 

40	 The Government (2026). Sweden and the EU take the first steps towards AI gigafactories. Press release published on 30 July 2026.

41	 The Government (2025) Regulatory letter for the 2026 financial year concerning the Swedish Agency for Innovation Systems. 
(KN2025/02359, in part, KN2025/02393).

42	 The Government (2024). Research and innovation for the future, curiosity and benefit (Govt Bill 2024/25:60).

43	 The Government (2026). A high-quality range of educational programmes relevant to the needs of the labour market and society.  
Committee directive (dir. 2026:82).

44	 The Government (2026). Mandate to the Swedish Agency for Economic and Regional Growth and the Swedish Agency for Innovation 
Systems to investigate the supply of capital to knowledge-intensive companies (KN2026/01433). Published 29 June 2026. .

45	 The Government (2026). Major investment to modernise the Swedish Armed Forces’ warfare capabilities. Press release published on 18 June 2026.

46	 Regeringen (2026). Uppdrag om stärkt försvarsinnovation och snabb anpassning (Fö2025/01745). Publicerat 20 juli 2026.

software expertise and an understanding of the 
products and systems in which it will be used.

Attention is also being paid to the opportunities for 
financing new technology companies. In June 2026, 
the Swedish Agency for Economic and Regional 
Growth and Vinnova were commissioned to inves-
tigate how the funding gap for new technology 
companies can be better addressed.44 The com-
mission covers both access to private capital and 
how public and European funds can be used more 
effectively. This is particularly relevant for compa-
nies developing advanced software, as significant 
investment is often required to develop and test a 
product before it can be placed on the market.

At the same time, the defence sector has been 
given a clearer role in the development and use 
of new technology. In June 2026, the Government 
approved a five-billion-krona investment in, among 
other things, digital command and control sys-
tems, AI, cloud solutions and new communications 
networks within the Swedish Armed Forces.45 One 
aim is to improve the ability to share information 
quickly, detect threats and make decisions. In July 
2026, the Swedish Armed Forces were also tasked 
with establishing a unified defence innovation 
function in collaboration with the Swedish Defence 
Materiel Administration (FMV), the Swedish De-
fence Research Agency (FOI) and Vinnova.46 The 
aim is to enable the defence sector to adapt more 
quickly to new threats and to make better use of 
new technology. This is particularly relevant for 
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software designed to operate as part of advanced 
military equipment and other physical systems.

The security of digital systems has also become 
more important. The new Cybersecurity Act 
(2025:1506) came into force in January 2026 and 
imposes stricter requirements on organisations 
operating in several areas critical to society. These 
requirements include, among other things, meas-
ures to protect digital systems and the reporting 
of serious incidents. For companies developing 
software for systems critical to society, this means 
both stricter requirements and increased demand 
for secure solutions.

A broader effort is under way to simplify regulations 
and dealings with public authorities for businesses. 
The Government’s digitalisation strategy identifies, 
among other things, simpler regulations and faster 
licensing processes as key prerequisites for busi-
ness development.47 For companies developing and 
testing new technology, simpler and more predict-

47	 The Government (2025). Sweden’s Digitalisation Strategy 2025–2030.

48	 The AI Commission. (2025). The AI Commission’s Roadmap for Sweden (SOU 2025:12).

49	 The Government Offices. (2026). Action Plan for Sweden’s AI Strategy.

50	 The Royal Swedish Academy of Engineering Sciences. (2026). AI-driven cyber threats: The next twelve months.

able regulations can make it easier to move from 
development to testing and on to deployment.

There are therefore currently several ongoing 
initiatives that strengthen key aspects of this area. 
Computing capacity, research and development, 
skills, funding, defence innovation and security are 
already covered by various initiatives. At the same 
time, these initiatives are broader in scope than 
software for critical physical systems and do not 
fully take into account the specific requirements 
that arise when software and AI become part of 
products where safety and reliability are crucial. 

The AI Commission highlighted that Sweden 
needs to act swiftly to strengthen its capabilities 
in AI.48 Since then, the Government has drawn 
up a national AI strategy and an action plan that 
address several of the Commission’s proposals.49 
Developments in AI and cyber security are pro-
gressing rapidly, which means that work needs to 
continue at a fast pace.50
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The working group has identified three key is-
sues for Swedish competitiveness in software 
for critical physical systems. These relate to 

skills, regionalisation and the pace of trans-
formation.

Key issue 1: Skills to meet future needs

The supply of skilled professionals in Sweden is 
insufficient to keep pace with rapid developments 
in software for critical physical systems. The short-
age applies both to cutting-edge expertise in AI for 
physical systems (physical AI) and the wider range 
of software skills that need to be developed through 
educational and incorporated into professional roles.

The issue concerns the entire skills chain, from 
educating enough people with the right knowledge, 
attracting international talent, and creating the 
conditions for them to stay and develop their skills 
in Sweden. It also concerns how skills requirements 
are changing. As AI takes over parts of traditional 
programming work, the ability to understand prod-
ucts, systems and architecture is becoming increas-
ingly important. This places new demands both on 
educational programmes and on how the industry 
attracts and develops young engineers.

Furthermore, the industry needs to invest broadly in 
lifelong learning. This is necessary both to help em-
ployees from different backgrounds learn software 
development and to enable those already working 
in the field to deepen and update their knowledge in 
line with technological developments.

Problems

There is a growing gap between the content of 
educational programmes and the needs of indus-
try. Subjects relevant software for critical physical 

systems need greater prominence in engineer-
ing programmes, while expertise in areas such as 
embedded and safety-critical systems needs to be 
strengthened. Educational programmes are slow to 
change, and the industry offers too few work place-
ments, projects or other opportunities for students 
to gain practical experience.

Developments in this field are also changing how 
employees progress from junior to senior roles. As 
programming becomes increasingly automated, 
it is becoming harder to gain the experience that 
was traditionally acquired through entry-level roles. 
These changes are largely driven by rapid advances 
in AI. Today, AI is used not only for simple program-
ming tasks but also to solve complex problems that 
previously required traditional rule-based program-
ming. The rapid development of software systems 
and AI is therefore placing increasing demands on 
engineers.

The skills challenge is not just about how many 
people are trained, but also how quickly they can 
acquire the skills the industry needs and how effec-
tively Sweden can retain them.

Opportunities

Sweden is well placed both to broaden engineer-
ing programmes and to develop cutting-edge 
expertise in strategically important areas. This 
does not mean that all higher education insti-
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tutions should take the same approach. Some 
need to strengthen their research and excellence, 
while regional universities may, above all, need 
to focus on attracting more students to techni-
cal programmes and meeting the skills needs of 
industry. 

In an environment of increasingly rapid change, 
engineering programmes can benefit from plac-
ing greater emphasis on fundamental knowledge 
in the early stages of education. This knowledge 
tends to remain relatively stable over time, while 
more recent developments can be covered 
through project-based modules that are easier 
to adapt without having to overhaul entire syl-
labuses.

Engineering education needs to put greater 
emphasis on systems thinking, organisation and 
leadership. This is important for preparing stu-
dents to work in complex organisations and to 
drive sustainable change. As AI and large lan-
guage models become part of engineers’ every-
day work, a broad knowledge base becomes even 

more important. AI can amplify both knowledge 
and intentions, which placing greater demands 
on the ability to understand context, assess con-
sequences and make ethical judgements.

A closer link between education and working life 
can give students earlier experience of real-world 
product development and make it easier to build 
expertise over time.

There is also scope to make better use of the 
international talent already seeking to study at 
Swedish higher education institutions, for exam-
ple by ensuring that international students have 
opportunities to stay and work in Sweden after 
completing their studies. Together with early in-
tervention in schools and stronger links between 
education and working life, this can help to create 
a broader and more sustainable skills base.

The working group welcomes the efforts to 
strengthen education and boost interest in the 
field of technology. 

Key issue 2: Regionalisation and new global rules

Sweden’s competitiveness has long been based 
on global value chains and markets. Trade, tech-
nology and supply chains are now becoming more 
regional and, to a greater extent, governed by se-
curity policy and geopolitical considerations. For a 
small country that relies on exports, this has a ma-
jor impact on the conditions under which products 
are developed, manufactured and sold.

This trend is particularly evident in the field of soft-
ware for critical physical systems. Access to com-
puting power, data, cloud services and advanced 

components is increasingly influenced by where 
the systems are developed and used. Products 
that could previously be developed for a global 
market may now need to be adapted to more local 
technical, regulatory and security policy condi-
tions.

Problems

Sweden is dependent on external suppliers in sev-
eral strategically important areas, including com-
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ponents from China and digital infrastructure and 
services from the US. Furthermore, the hardware 
required for software development is becoming 
an increasingly sensitive geopolitical issue. Export 
controls, regulatory requirements and restrictions 
on which actors can access certain technologies 
are becoming increasingly significant.

This means that Swedish companies can no long-
er assume that the same product can be mar-
keted in the same way everywhere. At the same 
time, access to capital and advanced infrastruc-
ture is limited in Sweden and Europe, which may 
make it more attractive for companies and talent 
to seek out larger ecosystems. But it is not just a 
question of hardware limitations. Data, software 
and connected systems are also subject to new 
regulations, which may limit Swedish companies’ 
ability to sell and use their products in certain 
markets.

Opportunities

Regionalisation need not be viewed solely as a 
constraint. As security, reliability and control over 
data and infrastructure become increasingly im-

portant, demand may rise for technology devel-
oped and produced within Europe.

This applies not only to export-oriented compa-
nies. Sweden has a strong industrial base com-
prising both large companies and an extensive 
network of specialised technology firms and 
subcontractors. This provides a solid foundation 
for contributing to European value chains and de-
veloping capacity in areas where Europe needs to 
reduce its strategic dependencies. Sweden is well 
placed to play a important role in this area, with its 
high level of digital maturity and strong industrial 
base. One opportunity is to view Sweden as a test 
and home market for solutions that can later be 
scaled up across Europe. 

There is potential for Swedish companies to be-
come even better at adapting products and solu-
tions to different markets and regulatory frame-
works. Competitiveness is no longer just about 
access to global markets. It also depends on build-
ing strong value chains and establishing a pres-
ence in multiple regional ecosystems. This gives 
Sweden the opportunity to strengthen both its 
own capacity and Europe’s capabilities in software 
for critical physical systems.

Key issue 3:  
The industry’s ability to adapt in time

Perhaps the most fundamental challenge is how 
quickly Swedish industry can transition from 
hardware-defined to software-defined products. 
As software and AI become increasingly impor-
tant, it is not only the technology that changes, 
but also how products are developed, how 
companies are organised and how decisions are 

made. Sweden is particularly dependent on the 
ability of large companies to adapt in step with 
technological developments. As these compa-
nies form a central part of Sweden’s industrial 
base, the pace of their transition is also crucial 
to Sweden’s ability to compete internationally. 
If Swedish companies adapt more slowly than 
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their competitors in other countries, Sweden 
risks losing investment and its technological lead 
in software for critical physical systems. This is 
a growing challenge that the whole of Europe is 
grappling with. 

The shift is away from systems in which hardware 
largely determines a product’s function, towards 
systems in which software can modify and im-
prove the product throughout its lifecycle. This 
requires different skills, shorter development 
cycles and, in many cases, new business models. 
When software is developed continuously, the 
product’s value to the customer can also increase 
over time. This calls for business models that take 
into account that a product’s value changes over 
its lifecycle. It is difficult to set an initial price for a 

product that is intended to be used and continu-
ously developed over many years to come. For 
established industrial companies, this transition 
is particularly challenging, as existing products, 
organisations and working methods need to be 
adapted while curent day-to-day operations must 
continue uninterrupted.

It is important to recognise that rapid technologi-
cal development requires changes across the 
whole of society, not just within company manage-
ment and boards. Companies need to develop 
new products, skills and working methods more 
quickly, while the education system and other 
parts of the public sector need to adapt their 
courses, regulations and operations to new tech-
nological conditions.
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Problems

Technological development is outpacing many 
companies’ ability to transform their organisations 
and working methods. Company management 
teams and boards sometimes lack sufficient under-
standing of software for critical physical systems to 
be able to drive the transition strategically. At the 
same time, software and AI development require 
different approaches to prioritising and managing 
risk than traditional industrial development.

One key difference is that development can no 
longer be planned in the same way from start 
to finish. Software-based solutions require more 
experimentation and more frequent feedback. 
Lengthy decision-making processes, demands to 
minimise risk, and processes designed for more 
predictable technologies can therefore slow down 
development. The challenge is not just to produce 
new technology, but to get the whole organisation 
to work in a different way.

Opportunities

Swedish industry has experience of complex prod-
uct development and strong capabilities in both 
technology and systems integration. This provides 
a solid foundation for the transition. The next step 
is to develop leadership, working methods and 
decision-making models suited to safety-critical 
products where software plays an increasingly 
significant role.

There are also significant opportunities for learn-
ing across companies and sectors. Many of the 

51	 André, C. and M. Pak (2021), Regional differences in productivity in Sweden: Insights from OECD regions, OECD Economics 
Department Working Papers, No. 1688, OECD Publishing, Paris.

52	 OECD (2026), Incubation in Entrepreneurial Ecosystems: Hatching Growth, OECD Studies on SMEs and Entrepreneurship, 
OECD Publishing, Paris.

challenges are sector-agnostic and common to 
companies developing aircraft, vehicles, defence 
systems, drones and other safety-critical products. 
By sharing experiences and trialling new ways of 
working, the transition can be accelerated. The 
ability to integrate new technology into existing 
companies and products thus becomes at least as 
important as the ability to develop the technology 
itself.

Sweden has a unique opportunity thanks to the 
strong technology and start-up ecosystem that 
has developed over a long period. Stockholm is 
home to a high concentration of digital compa-
nies and knowledge-intensive businesses, and the 
region accounts for a particularly large share of 
the country’s high-tech and knowledge-intensive 
employment.51 Many new companies are digital 
from the outset and incorporate AI and software as 
an integral part of their operations. There is much 
for Swedish industry to learn here, not least about 
how new technology can be developed, utilised 
and scaled rapidly.

At the same time, Swedish industry possesses in-
depth knowledge of technology, production and 
global value chains. This experience is valuable 
for young technology companies seeking to grow 
and reach international markets. Closer collabora-
tion between these sectors could therefore benefit 
both sides. When entrepreneurship and digital ex-
pertise meet industry’s production know-how, new 
opportunities arise to develop products, business-
es and solutions.52 In this way, Sweden can better 
capitalise on two strong sectors that complement 
one another.
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Vision

By 2035, Sweden will be a world leader in a num-
ber of areas where embedded software or AI forms 
a significant part of physical products and where 
high standards of safety and reliability are required. 
Furthermore, Sweden will have a strong ecosystem 
within software for critical physical systems. This 
applies in particular to products where safety and 
reliability are crucial, such as aeroplanes, robots, 
lorries, cars, drones, boats and construction ma-
chinery. In ten years’ time, Sweden will be a world 
leader, with strong industrial capacity and cutting-
edge technical expertise in translating advanced 
technology into complex products and systems. 

Sweden holds a strong global position in software 
for critical physical systems. We possess cutting-
edge expertise in technology that is secure, reliable 
and capable of being tested, verified and certi-
fied. Sweden enjoys a strong international reputa-
tion in this field. Other countries view Sweden as 
a pioneer, and Swedish companies are sought-
after partners. The starting point is our established 
strength in embedded safety-critical systems. The 
ambition is not to compete with the US and China 
over large AI models, but to build a strong position 
where Swedish industry and research already pos-
sess a high level of expertise, extensive experience 
and favourable conditions. By 2035, Sweden will 
have further strengthened its position in safety-crit-
ical applications where software is combined with 
physical technology, advanced industrial expertise 
and requirements for high safety and reliability. 

This requires relevant expertise throughout the 
entire education system. Dedicated teachers and 
practical role models spark an interest in technol-
ogy among young people at an early age. Master 
of Science in Engineering programmes provide a 
broad foundation and the opportunity to specialise 
in the field of software. An increase in the num-
ber of industry PhD students, adjunct professor-
ships and work placements has strengthened links 

between academia and industry. Sweden has also 
become more successful at attracting and retain-
ing international students and researchers in fields 
relevant to software for critical physical systems. 
The supply of skilled labour is closely linked to de-
velopments in industry, and degree programmes 
are continuously updated as technology and 
conditions change. Furthermore, lifelong learn-
ing, reskilling and further training are a natural and 
widely implemented approach within the industry. 

Another prerequisite is access to digital infrastruc-
ture. Computing capacity, energy, data, cloud 
services and strategic components are available 
under predictable conditions. Sweden has ensured 
that both large and small players have access to a 
shared national infrastructure for development, test-
ing and validation, which reduces the need for each 
company to build up its own capacity. However, 
adopting a purely national perspective may be too 
narrow when it comes to digital infrastructure within 
software for critical physical systems. Certain ele-
ments are likely to be developed at European level, 
such as European cloud services that can comple-
ment or, in the long term, replace the American ser-
vices on which we currently depend. Sweden needs 
to be deeply integrated into European capacity and 
build national infrastructure only where security, 
availability or control actually require it.

The development and testing of safety-critical sys-
tems in which software is integrated with physical 
products may also require shared infrastructure that 
can be used by multiple stakeholders. At the same 
time, it is likely that Europe will build up its own ca-
pacity for the advanced computing power required 
to develop such systems. This capacity can be made 
available via cloud services, so that companies and 
other stakeholders can use it without having to own 
and operate the technical equipment themselves. 
Physical test facilities, similar to those currently in 
operation – such as WARA-PS, the test facilities at 
the Vidsel Test Range and AstaZero – provide indus-
try and academia with the opportunity to test tech-
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WARA-PS (WASP Research Arena for Public Safety) is a research arena within the Swedish research 
programme WASP (Wallenberg AI, Autonomous Systems and Software Programme). The aim is to 
accelerate research and development in autonomous systems, AI and software for public safety and 
emergency services. The arena focuses on how people and autonomous machines can interact in 
complex situations. An area near Västervik has been used as a permanent test bed since 2018.

The Vidsel Test Range in Lapland, near Älvsbyn, is a military test site operated by the Swedish 
Defence Materiel Administration. Its purpose is to test, evaluate and conduct exercises with military 
weapon and aviation systems in a safe and controlled environment. 

AstaZero AB is a Swedish limited company owned by the research institute RISE. Its activities 
include operating test tracks for vehicle safety and a connected transport system.

EXAMPLES OF PHYSICAL ARENAS FOR TESTING AND DEVELOPMENT

nology in realistic environments. At the same time, 
expanded Swedish storage and computing capacity 
reduces dependence on foreign suppliers. By 2035, 
Sweden will be part of European infrastructures and 
will utilise European capacity where it is more ef-
ficient than building national solutions.

Regulatory frameworks and certification processes 
have also been developed. Companies can gain an 
early understanding of the applicable requirements, 
which authority is responsible for different parts 
of the process, and how long approval may take. 
The regulatory frameworks focus more on safety 
and outcomes than on detailed technical solu-
tions. Regulatory sandboxes are used to test new 
solutions and regulations on a smaller scale before 
they are introduced more widely. Sweden has also 
become better at translating European rules and 
standards into practical processes. Companies can 
move from development and testing to conformity 
assessment and approval with greater predictability.

Sweden is seen as an attractive destination for ex-
pertise, capital and companies specialising in soft-
ware for critical physical systems. Companies can 
develop and grow in Sweden, while international 
expertise and investment are drawn to the country. 
Sweden also serves as an attractive test and refer-

ence market for new solutions. Major industrial 
companies and public sector organisations con-
tribute by acting as early adopters of new technol-
ogy, which makes it easier for Swedish companies 
to develop, scale up and export their solutions.

A key element is the collaboration between in-
dustry, academia and the public sector. Joint 
testing and demonstration environments, knowl-
edge exchange and strategic partnerships make 
it easier to move from research to development 
and production. Companies have also developed 
their capacity for collaboration. Even competing 
companies can work together on shared technical 
solutions and the infrastructure required for soft-
ware used in critical physical systems. Collabora-
tion has, to a greater extent, taken on a long-term 
form and focuses on specific shared development 
needs rather than merely time-limited projects. 
Companies already possess many of the platforms 
and the expertise required to develop and test 
software for critical physical systems. The chal-
lenge is to collaborate in a way that ensures we 
make the most of what already exists, rather than 
companies working in isolation. By 2035, we will 
have found ways to better link existing resources 
that can strengthen the Swedish ecosystem for 
the development, testing and deployment of new 
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technology. In ten years’ time, Sweden will have 
developed its approach to working through the 
entire process, from expertise and research to 
testing, approval, use and international expansion. 
Expertise, infrastructure, regulatory frameworks, 
collaboration and demand have strengthened 
Sweden’s ability to develop and scale secure physi-
cal systems. This has given Swedish companies a 
better foundation for competing internationally in 
the field of software for critical physical systems, 
an area that is becoming increasingly important 
for both industry and Sweden’s security.

Five proposals for the develop
ment of software for critical 
physical systems in Sweden
This section presents five overarching proposals to 
strengthen Sweden’s competitiveness in software 
for critical physical systems. The proposals should 

be implemented as parts of the same develop-
ment chain rather than as separate initiatives.

We propose the following:
•	 	accelerate business transformation,
•	 	foster long-term collaboration between 

industry, academia and the public sector,
•	 	build a cohesive skills chain,
•	 	create a coherent structure for 

development and testing,
•	 	make regulations frameworks and 

certification more predictable

For each of our proposals, we present a number 
of concrete action points describing the meas-
ures required and the stakeholders who should 
be responsible for implementing them. We also 
outline various options for how the proposals 
could be implemented over a ten-year period. 
There is no order of priority among the propos-
als. All need to be implemented, and work should 
begin immediately.

Proposal: Accelerate business transformation

Swedish businesses need to transition from 
products where hardware largely determines 
functionality to products where software plays an 
increasingly significant role. This is changing the 
way products are developed, manufactured and 
marketed, and is placing new demands on how 
companies organise their work, prioritise invest-
ments and make decisions. Companies also need 
new ways of working that allow them to update 
software and continuously improve products after 
launch. For established industrial companies, this 
transition is particularly demanding. They must de-
velop new ways of working and new business mod-
els while keeping existing operations running. It 

may also require major changes to operations, new 
ways of financing development, and boards and 
senior management with the knowledge needed to 
make decisions about technical and strategic de-
velopment. Rapid technological development also 
means that companies need to be able to make 
decisions before all the information is available 
and be prepared to take a certain amount of risk in 
order to test new solutions. This requires a different 
approach to risk and decision-making but does not 
mean that safety standards can be lowered.

Swedish industry is well positioned, thanks to its 
long experience of advanced product develop-
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ment, production and systems integration. Technol-
ogy is advancing rapidly, and companies in other 
countries are developing new products and work-
ing methods. In order to grow, Swedish compa-
nies also need access to early-adopter customers 
and markets where new products can be tested 
and developed. They need to be able to manage 
dependencies on other countries and adapt their 
products and business models to different markets. 
Capital is also required to move from development 
to industrial production and to enable international 
growth. If Swedish companies are unable to adapt 
at the same pace, there is a risk that investment and 
technological leadership will shift to other countries.

Specific action points to accelerate 
business transformation:

•	 	Ensure that management teams possess up-
to-date and relevant expertise in software 
for critical physical systems. Companies are 
responsible for ensuring that the products 
and systems they develop remain secure 
throughout their lifecycle. As software becomes 
increasingly important to the functionality and 
security of products, management must have a 
sound understanding of areas such as system 
architecture, cyber security, testing and updates. 
By strengthening management’s expertise, 
companies can take greater and more informed 
responsibility for safety from the outset rt of 
product development and investment planning.

•	 	Use IVA’s CTO network to share experiences 
regarding software for critical physical 
systems. Create a regular forum where chief 
technology officers from different sectors can 
exchange experiences on the development, 
testing, verification and updating of software 
in products where safety and reliability are 
crucial. The network can also identify common 
challenges and needs in areas such as skills 
and expertise, test environments, cyber 

security, AI, certification and regulations, 
and disseminate effective working methods 
across sectors. IVA has a network for technical 
managers, primarily CTOs, in leading Swedish 
industrial companies. The network is part of 
IVA’s Business Council and focuses exchanging 
knowledge about shared challenges, new 
technologies and technological shifts.

•	 Strengthen collaboration between established 
industrial companies and new software and 
AI firms. Create structures to enable established 
industrial companies and younger technology 
firms to share experiences and develop solutions 
together. Established companies can contribute 
expertise inproducts, production and global 
value chains, while newer technology firms bring 
experience in software development, AI, faster 
development cycles and new ways of working. 
Closer collaboration can make it easier to test 
and introduce new technology into existing 
products and operations, thereby accelerating 
the transition of companies.

•	 Establish a programme office focused on 
software for critical physical systems within the 
Advanced Digitalisation research and innovation 
programme, which is jointly funded by the public 
sector and industry. The programme office 
should be tasked with gathering and coordinating 
initiatives in this area, while strengthening 
collaboration between businesses, academia and 
public sector organisations.

•	 	Monitor companies’ transition to software-
based products and working methods. 
This monitoring should cover, for example, 
investments, the pace of development, the 
adoption of AI and other new technologies, 
as well as barriers to the transition. The results 
should be used to identify where progress is 
too slow and what measures are needed to 
strengthen companies’ ability to adapt and 
Sweden’s competitiveness.
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Proposal: Foster long-term collaboration 
between industry, academia and the public sector

Sweden already has many established forms of 
collaboration between industry, academia and the 
public sector. For example, the research institute 
RISE has several test and demonstration environ-
ments where businesses, academia and the public 
sector can develop and trial new solutions togeth-
er. The strategic innovation programmes have also 
established long-term structures for collaboration. 
Another example is the Advanced Digitalisation re-
search and innovation programme, which is jointly 
funded by stakeholders in the public sector and 
industry. The programme can provide an important 
foundation for long-term collaboration in the field 
of software for critical physical systems by bringing 
together companies, academia and other stake-
holders around research, innovation, test environ-
ments and skills development. In addition, WASP 
contributes research and expertise in AI, autono-
mous systems and software. These existing pro-
grammes and environments should be linked more 
closely and utilised for long-term collaboration in 
areas where several stakeholders share common 
needs. The challenge, therefore, is not primarily a 
lack of networks or meeting places. The problem is 
rather that collaboration is often project-based and 
that experience, expertise and relationships risk 
being lost when a project comes to an end. There 
is also a risk that several stakeholders will develop 
similar solutions in parallel. For established compa-
nies, it can also be difficult to find ways to collabo-
rate on technology that is closely related to their 
own core business but where development costs 
are high and the benefits are greater if several 
stakeholders share the work.

To strengthen Sweden’s capacity to develop and 
deploy new technologies, more long-term forms 
of collaboration are needed. The focus should be 
on areas where several stakeholders share com-

mon needs, but no single stakeholder has suffi-
cient incentives or resources to drive development 
on their own. These areas may include common 
standards, testing methods, security solutions, 
data, expertise and technical platforms.

The proposal is therefore not to create yet another 
general network. Instead, existing platforms should 
be used to identify a limited number of strategic 
development areas where businesses, academia 
and the public sector can work together over the 
longer term. Collaboration should be linked to spe-
cific problems, joint investments and measurable 
results.

Specific action points to foster long-term 
collaboration between industry, academ-
ia and the public sector:

•	 	Steer collaboration between businesses 
and academia towards clear deliverables 
and continued use. This could be achieved 
by establishing a joint process for initiating 
and monitoring collaborative projects, and 
and for ensuring that their results are taken 
forward after the projects have ended. Each 
project should have clear objectives, concrete 
deliverables and a plan for taking the results 
forward into research, development or 
industrial applications. The Swedish Association 
of Engineering Industries (Teknikföretagen), 
together with its member companies and 
relevant higher education institutions, 
should develop such a model and draw on 
existing experience from companies that 
develop software for critical physical systems. 
Responsibility for implementation should lie 
with the participating companies and higher 
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education institutions, while the programme’s 
governing bodies should create the conditions 
for successful collaborations and results to 
continue beyond the end of the project.

•	 Move from short-term projects to multi-year 
development programmes. Once an area 
has been identified as strategic, collaboration 
should be organised into three- to five-year 
programmes with shared objectives, funding 
and responsibilities. The approach taken within 
WASP is a good example. The programmes 
should bring together companies, academia 
and the public sector around shared 
challenges and long-term objectives. They 
should have a clear problem owner, defined 
outcomes and a plan for how knowledge, 
methods and solutions are to be taken 
forward once the programme has ended. It 
should be possible to conclude a programme 
once the objective has been achieved and 
to redeploy resources to new areas. Vinnova 
should be responsible for coordination in 
collaboration with RISE, higher education 
institutions, businesses and relevant public 
authorities. Vinnova should be able to draw 
on strategic innovation programmes and the 
initiative Impact Innovation. These long-term 
programmes have built both capacity and 
collaboration structures between businesses, 
the public sector and academia.53

•	 	Link the collaboration programmes to test 
and demonstration environments. Every 
major collaboration programme should, 
from the outset, have a plan for how the 
results should be tested and validated. 
Existing test beds at RISE and other 
organisations should be used as shared 

53	 Vinnova (2026). Strategic innovation programmes. A meta-study of 17 nine-year evaluations. VR:2026:13  
Authors: Mona Hallström Hjort et al, Sweco.

infrastructure for businesses, researchers 
and the public sector. This should be 
coordinated by RISE, which has over 130 
test and demonstration environments open 
to businesses, academia and the public 
sector. Organisations that could participate 
in the implementation include Vinnova, 
universities, businesses and relevant 
government agencies, among others.

•	 	Establish frameworks for collaboration 
between companies in the sector by 
identifying areas of technology where several 
Swedish companies have similar needs, but 
where there is a lack of incentives to develop 
joint solutions. This could, for example, 
relate to cyber security, standards, testing 
methods, interoperability, common data 
formats and certain elements of the technical 
infrastructure. The collaboration should be 
organised in such a way that companies 
can share experiences without having to 
disclose commercially sensitive information 
or relinquish control over their core 
technologies. This action point is not intended 
to encourage competitors to collaborate in 
general, but rather to identify non-competitive 
parts of the value chain where collaboration 
actually yields greater benefits than parallel 
development. The Advanced Digitalisation 
research and innovation programme could 
coordinate this. Furthermore, this must involve 
a range of stakeholders, such as the relevant 
companies, industry organisations, academia 
and public authorities.

•	 	Develop standardised collaboration 
agreements for joint development by 
drawing up contract templates for recurring 
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situations where companies, higher 
education institutions and public sector 
bodies collaborate on research, data, 
testing and technology development. The 
templates should address, among other 
things, intellectual property rights, data 
access, confidentiality, publication, liability 
and rights to results. The aim is not to create 
a single agreement for all collaborations, but 
to reduce the legal hurdles at the outset and 
establish a common basis for negotiations. 
The Swedish Association of Technology 
Industries should coordinate this work and 
accelerate the efforts already underway 
in collaboration with Vinnova, higher 
education institutions, companies, industry 
organisations and legal experts.

In the short term, existing networks, programmes 
and collaboration initiatives should be mapped, 
with a focus on those that already operate at suffi-
cient scale and those with potential for expansion. 
The mapping exercise should, in particular, identify 
areas where several actors are developing similar 
solutions or where a long-term form of collabora-
tion is lacking. Vinnova should select two to three 
areas for pilot programmes with multi-year funding 

and clear objectives. From the outset, the pilots 
should be linked to existing test and demonstra-
tion environments at, for example, RISE.

Within two to three years, Sweden should have 
established a limited number of multi-year de-
velopment programmes in which businesses, 
academia and the public sector work towards 
common technical objectives. There should also 
be standardised contract models and a national 
overview of relevant projects, test environments 
and expertise.

By 2035, long-term forms of collaboration should 
be an established part of Sweden’s innovation 
system. The focus should then be less on creating 
new networks and more on being able to rapidly 
mobilise existing expertise, infrastructure and capi-
tal around new strategic technology areas.

The aim should be for Sweden to derive greater 
benefit from the existing culture of collaboration 
through fewer parallel initiatives, a longer time 
horizon for joint development and better coordina-
tion of expertise, infrastructure and investment in 
software for critical physical systems.

Proposal: Build a cohesive skills chain 

Sweden’s skills supply needs to develop more rap-
idly to meet the increased demand for expertise in 
software and artificial intelligence. The challenge 
concerns both breadth and depth. We need more 
opportunities to develop advanced specialist ex-
pertise in close collaboration with industry, more 
engineers with up-to-date expertise in software 
for critical physical systems, and more pupils and 
students choosing STEM courses.

Sweden should consolidate its existing initiatives 
around a clear skills pathway, with a particular 
focus on software for critical physical systems. 
The aim should be for the education system to 
respond more swiftly to changing skills needs, 
while Sweden at the same time builds long-term, 
cutting-edge expertise in strategically important 
areas of technology.
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Such developments are already underway interna-
tionally. The EU has a plan to increase the num-
ber of places at bachelor’s, master’s and doctoral 
levels, as well as pilot projects for AI apprentice-
ships.54, 55 The UK highlights the need for more 
pathways into AI, such as apprenticeships and 
stronger links between higher education and the 
world of work.56 The OECD points out that AI skills 
need to be developed both through the training 
of specialists and through continuous professional 
development throughout working life.57

For industry, it is particularly important that students 
gain experience of real-world development envi-
ronments and that degree programmes are closely 
aligned with the skills requirements of the work-
place. This is important not least for promoting life-
long learning and further training within industry. 
Higher education needs to combine a solid techni-
cal foundation with knowledge that evolves in step 
with technological developments. 

This is not a new issue. The government has recog-
nised the need for skills through a STEM strategy58 
and a STEM delegation,59 and has established that 
Sweden should strengthen its skills base in AI, 
among other things by integrating AI more clearly 
into educational programmes.60 In 2026, the gov-
ernment also decided on further investments in 
engineering programmes and increased comple-
tion rates.61 Another example is IVA’s project The 
Knowledge Society of the Future. The next step 

54	 EU (2024). The AI Act. Regulation (EU) 2024/1689 laying down harmonised rules on artificial intelligence.

55	 EU. Shaping and strengthening European AI talent. Webbsida: digital-strategy.ec.europa.eu/en/library/shaping-and-strengthening-
european-ai-talent. Information hämtad den 25 augusti 2026.

56	 Secretary of State for Science, Innovation and Technology (2025). AI Opportunities Action Plan.

57	 OECD (2025), Trends Shaping Education 2025, OECD Publishing, Paris.

58	 Government Offices of Sweden (2025). A STEM Strategy for Sweden. Ministry of Education. Published 24 February 2025.

59	 Government Offices of Sweden (2025). The STEM Delegation. Dir. 2025:11.

60	 Government Offices of Sweden (2026). Sweden’s AI Strategy. Ministry of Finance. Published 20 February 2026.

61	 Government Offices of Sweden (2026). More engineers to graduate – new mandates for higher education institutions.  
Press release from the Ministry of Education. Published 15 June 2026.

should be to forge closer links between education, 
research and the world of work, and to improve 
the quality and relevance of higher education.

Specific action points for building a 
coherent skills chain within software 
for critical physical systems: 

•	 Create the conditions for the continuous pro-
fessional development of engineers in indus-
try. Engineers working with software for critical 
physical systems must be able to continuously 
update their knowledge as technology and work-
ing methods change. This may involve, for ex-
ample, new methods for developing and testing 
software in products where safety and reliability 
are crucial. Higher education institutions, compa-
nies and industry organisations should therefore 
develop shorter and more flexible training pro-
grammes that can be combined with work and 
rapidly adapted as new technologies emerge. 
Companies should be responsible for identifying 
future skills needs and providing employees with 
opportunities for further training, while higher ed-
ucation institutions and other training providers 
should offer programmes that meet these needs. 
Inspiration for this work should be drawn from the 
collaborative Swedish initiative Expert Learning 
Lab (ELL). This is an industry-led initiative in which 
leading companies and universities are forming 
a national platform for the continuous profes-
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sional development of technical experts in the 
field of advanced digitalisation. A further source 
of inspiration is the Swiss postgraduate course of 
studies Nachdiplomstudium, which offers practis-
ing engineers the opportunity to build on their 
education and obtain an advanced-level qualifi-
cation.62 These programmes provide opportuni-
ties for specialisation and in-depth study within 
a particular field and can be used to gain cutting 
edge skills in areas such as secure software devel-
opment for critical physical systems. 

•	 	Expand collaboration between academia and 
industry to develop cutting-edge expertise 
in software for critical physical systems. This 
should be achieved by increasing the use of 
industrial PhD students, adjunct professors, visit-
ing professors and joint research and develop-
ment projects in strategically important areas 
such as software for critical physical systems 
and other safety-critical fields. A limited number 
of higher education institutions should be able 
to build particularly strong environments where 
research, education and industrial application 
converge. The focus should be on developing 
internationally competitive environments where 
Sweden has a strong foundation, rather than 
seeking to establish them across the country. 
The Swedish Research Council should be re-
sponsible for coordination in collaboration with 
higher education institutions, relevant industry 
organisations and companies. The Foundation 
for Strategic Research could also contribute to 
this work. WASP (Wallenberg AI, Autonomous 
Systems and Software Programme) and WISE 
(Wallenberg Initiative Materials Science for Sus-
tainability) are important models. These are long-
term research programmes that bring together 
academia and industry in strategic technology 

62	 State Secretariat for Education, Research and Innovation. Higher Technical Colleges. Link:www.sbfi.admin.ch/de/hoehere-
fachschulen Information retrieved on 5 October 2026.

areas. The programmes combine research and 
education with close collaboration with compa-
nies, thereby helping to build and disseminate 
cutting-edge expertise to the business sector.

•	 Ensure that engineering degree programmes 
provide a solid technical foundation while 
allowing their content to be updated more 
quickly. Ensure that Master of Science in Engi-
neering and other relevant engineering degree 
programmes provide a robust foundation in 
mathematics, programming, computer science, 
systems development and engineering method-
ology. Supplement these with flexible courses 
and modules in areas such as AI, machine learn-
ing, cyber security and new development tools, 
which can be updated considerably more quickly 
than entire degree programmes. The working 
group’s experience is that there is currently a 
lack of educational elements with a sufficiently 
strong focus on software for safety-critical physi-
cal systems, for example in fault-tolerant sys-
tems and the programming of embedded and 
real-time systems. The group therefore believes 
that existing engineering programmes should 
be supplemented with relevant modules and 
projects in which students work on real-world 
problems and development needs from industry. 
The programmes also need to be supplemented 
with modules in organisation, entrepreneurship, 
innovation and economics.  
 
The government should be responsible for the 
overarching framework, while higher educa-
tion institutions and businesses should play a 
central role in developing and implementing the 
changes. One way to achieve this is to establish 
a permanent forum for collaboration between 
academia and industry on the content of engi-
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neering programmes. The forum would provide 
universities and businesses with a structured are-
na to discuss how the programmes’ objectives, 
delivery and course portfolios respond to devel-
opments in technology and skills. It should focus 
in particular on Master of Science in Engineering 
programmes and bring together representatives 
from major industrial companies and universities 
for regular meetings, at which the universities 
present the content and development plans of 
the programmes and the companies outline fu-
ture skills requirements. An independent organi-
sation trusted by both academia and industry 
should organise and coordinate this work. Com-
panies and higher education institutions should 
share responsibility for translating this dialogue 
into concrete changes to the programmes. The 
model should be based on the initiative and re-
sponsibility of the stakeholders who develop and 
utilise the skills, rather than on centralised control 
by a public authority.

•	 	Improve the conditions for international 
students and PhD students to stay and work 
in Sweden. This should be achieved by making 
the transition from study to employment 
easier through clearer information, faster 
processes and better coordination between 
higher education institutions, employers and 

public authorities. Universities and colleges 
should actively offer international students 
access to employers, work placements and 
career pathways while they are still studying. 
Responsibility for implementation should lie 
with the Swedish Migration Agency and higher 
education institutions. Potential employers 
should also be involved. Furthermore, UHR has 
a relevant role to play through its work on the 
recognition of foreign qualifications. 

•	 Strengthen teachers’ STEM skills early 
on in the education system by developing 
and scaling up professional development 
for primary school teachers, particularly in 
mathematics, natural sciences and technology. 
These efforts should be combined with high-
quality teaching materials, teacher guidance 
and opportunities for professional development 
from higher education institutions and other 
STEM stakeholders. The Swedish National 
Agency for Education should be responsible 
for coordination, in collaboration with the 
government’s STEM Delegation and within 
the framework of its STEM strategy. Higher 
education institutions offering teacher training, 
together with local authorities, Sweden’s 
network of Science Centres and relevant 
industry organisations should be involved. 
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•	 	Monitor progress in skills development 
against clear targets up to 2035. Set a limited 
number of measurable targets covering areas 
such as the availability of specialist expertise 
in software for critical physical systems, 
completion rates in engineering programmes, 
the number of industrial PhD students, 
student projects carried out in companies, 
and the proportion of international students 
who remain in Sweden after graduation. 
Monitoring should focus primarily on quality 
and excellence rather than simply on numbers. 
Teknikföretagen should be responsible for 
coordination until the delegation’s mandate 
concludes. Statistics Sweden (SCB), the 
Swedish Higher Education Authority (UKÄ), the 
Swedish Council for Higher Education (UHR), 
the Swedish Public Employment Service and 
relevant industry organisations should be 
involved.

The work should begin by bringing together and 
strengthening existing initiatives. The first step 
should be a national survey of the skills gap in 
software for critical physical systems, while at 
the same time expanding teacher training and 

students’ contact with the world of work. This 
should take place within the framework of the 
existing STEM strategy and AI strategy, rather than 
by creating yet another parallel structure. Work 
to strengthen the conditions for the continuous 
professional development of engineers in industry 
should also begin immediately. 

Within two to three years, Sweden should have an 
established model for regular skills assessments, 
more industry PhD students and company-based 
projects, as well as expanded talent programmes. 
Higher education institutions should also be better 
equipped to update the content of their pro-
grammes in line with technological developments.

By 2035, the aim should be a cohesive skills chain 
in which more children and young people choose 
STEM subjects, more students complete technical 
degree programmes, more gain work experience 
while studying, and Sweden has a number of inter-
nationally competitive environments for advanced 
software expertise. For safety-critical systems, 
the link to industry and critical societal functions 
should be particularly strong.

Proposal: Create a coherent structure 
for development and testing 

Access to computing power, data and test en-
vironments is becoming increasingly important 
for Sweden’s ability to develop and use software 
for critical physical systems. For companies and 
researchers, access to algorithms and expertise 
alone is not enough. There is also a need for the 
capacity to train and run AI models, store and 
manage large volumes of data, and test solutions 

in environments that simulate real-world condi-
tions.

Sweden already has several key components of 
this infrastructure. One example is the Mimer AI 
Factory at Linköping University, which combines 
AI-optimised computing capacity with storage, 
AI expertise, testing and evaluation, and is aimed 
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at businesses, researchers and the public sector, 
among others. The new system will be installed 
at Sweden’s National Academic Infrastructure for 
Supercomputers (NAISS) in 2026 and will include, 
among other things, 400 GPUs and large-scale 
storage for sensitive data.63 At the same time, the 
government has strengthened Sweden’s participa-
tion in the European High Performance Comput-
ing Joint Undertaking (EuroHPC JU) and decided 
to co-fund an AI gigafactory in Finland, which will 
give Swedish stakeholders access to additional 
European computing capacity.64 In addition to this, 
there are private initiatives such as Sferical AI.

The challenge is therefore not primarily to cre-
ate computing capacity from scratch. It is about 
creating a coherent infrastructure where comput-
ing power, storage, software stacks, data, expertise 
and test environments can be used together. Even 
smaller companies and research organisations 
should have access to the infrastructure without 
having to build equivalent capacity themselves.

There is also a need for physical test environments. 
Software-based autonomous systems and other 
software-controlled systems must be developed, 
tested and validated under realistic conditions 
before they can be deployed in areas such as 
defence, transport, energy, industry and other criti-
cal societal functions. Sweden already has a large 
number of test beds, and Vinnova has a national 
coordinating role for test and demonstration en-
vironments in real-world settings. In addition, RISE 
operates several test sites, for example for organi-
sations active in the field of automation. However, 
the need is not merely for individual test phases, 
but for the ability to test entire systems in relevant 

63	 The European High Performance Computing Joint Undertaking (2025). EuroHPC JU Signs Contract to Deploy a New AI-Optimised 
Supercomputer in Sweden. Press release published on 21 April 2026.

64	 The Government Offices (2026). Sweden and the EU take the first steps towards AI gigafactories. Press release from the Ministry of 
Finance. Published 30 July 2026.

and realistic situations. This is particularly impor-
tant for autonomous and software-controlled 
systems, where the interaction between software, 
physical equipment and the environment needs to 
be tested under real-world conditions.

Specific action points for creating 
a cohesive infrastructure for the 
development and testing of software 
for critical physical systems:

•	 Establish a forum for experts in software for 
critical physical systems. Companies should 
create a regular forum where engineers, 
developers, system architects and other 
professionals can meet across company 
and sector boundaries to discuss common 
technical challenges and share experiences. 
The work should be guided by the industry’s 
specific needs, such as how to accelerate 
software development while meeting safety 
and reliability requirements. The forum 
should not be a testing or development 
environment, but a place for exchanging 
experiences, problem-solving and forging 
new collaborations. Companies should 
jointly take responsibility for establishing and 
running the initiative.

•	 Consolidate Swedish computing capacity 
and make it easier to access. This could 
be achieved by creating a single access 
point for Swedish and European computing 
resources relevant to the development of 
software for critical physical systems. This 
should enable companies, researchers and 
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the public sector to find and access relevant 
resources. The shared infrastructure should 
encompass computing power, storage, 
data management, security solutions and 
relevant software layers. The aim should be 
to minimise the need for users to understand 
the underlying infrastructure when developing 
and testing software-based solutions. This 
is not merely a matter of gaining access to 
computing capacity. It also requires secure 
ways of developing, testing and updating 
the software, as well as documenting the 
work. This is a prerequisite for using AI and 
software in products where errors can have 
serious consequences. One possible option 
is to use Mimer as a central node in Sweden, 
while ensuring that Swedish organisations can 
utilise capacity within the European EuroHPC 
system. If Mimer is to be further developed, 
the Swedish Research Council should be 
responsible for coordination through NAISS 
and the Mimer AI Factory (Mimer and NAISS 
already have the remit and technical expertise 
for the computing infrastructure). RISE, 
Vinnova, Digg and relevant higher education 
institutions should be involved. For example, 
Vinnova should contribute to the innovation 
and business aspects.

•	 Use the EU’s Competitiveness Compass as a 
lever for development and upscaling. The EU 
Competitiveness Compass aims to strengthen 
Europe’s capacity for innovation, reduce 
strategic dependencies and build stronger 
European value chains.65 In the field of software 
for critical physical systems, this creates new 
opportunities for Swedish companies to 
secure funding for the development, testing, 
demonstration and upscaling of technology 
that may, among other things, focus on AI and 

65	 European Commission (2025). A Competitiveness Compass for the EU. Brussels, 29 January 2025.

robotics. Companies developing software for 
critical physical systems should actively seek 
out the funding opportunities arising from EU 
initiatives and build European partnerships 
to enable them to participate in these. The 
Swedish Association of Technology Industries 
should support companies in identifying 
relevant initiatives and finding European 
partners, while the companies themselves 
should take responsibility for developing and 
running the projects.

•	 Develop common technical solutions within 
software for critical physical systems that 
make it easier to develop, train, test and use 
software in different applications. These 
could include tools for collecting, managing 
and assuring the quality of data, training AI 
systems, and verifying that they operate safely 
and reliably. At the same time, industry should 
collaborate more closely on tools and methods 
that can be used across multiple sectors. 
This could, for example, involve collecting 
and assuring the quality of data, generating 
new data through computer simulations, and 
training systems based on software for critical 
physical products. For vehicles, robots and 
industrial machinery, large amounts of data 
are needed to test how the products perform 
in different situations, including those that 
are unusual or safety-critical. Companies 
should therefore be able to share certain tools, 
methods and aspects of the development 
work, while the actual product development 
continues to take place within the companies 
themselves. The initiative should not be about 
building a Swedish equivalent of the major 
global cloud services. The aim should instead 
be to create open and secure solutions for 
use with various technical platforms and 
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computing infrastructure, both in Sweden and 
internationally.

•	 Establish a national network of test and 
demonstration environments focusing 
on software for critical physical systems. 
Map existing test environments and identify 
what additional resources are needed to test 
autonomous and safety-critical systems under 
realistic and controlled conditions. This may, 
for example, concern autonomous vehicles, 
drones, robotics and other systems where 
software interacts with physical equipment. 
Vidsel Test Range, Västervik Drone Science 
Park, WARA-PS and AstaZero are examples 
of environments that could be included, 
alongside new civilian environments within, 
for example, aviation and industry. Sweden 
should not build a single large national test 
environment, as different systems require 
different test conditions. Instead, existing and 
new environments should be linked through 
common standards, safety requirements 
and methods for testing and validation. The 
network should also provide scope for joint 
development projects in which businesses, 
research organisations and the public 
sector develop and test solutions together. 
The network should also be open to start-
ups and provide access to relevant open 
datasets. Technical testing should be linked to 
regulatory testing through common working 
methods for technical test environments and 
regulatory sandboxes. Companies must be 
able to test both the technical functionality 
and how the solution complies with applicable 
regulations. This is particularly important for 
autonomous systems in transport and other 
regulated sectors. Vinnova should coordinate 

66	 EU. AI talent, skills and literacy. Shaping Europe’s digital future. Website: digital-strategy.ec.europa.eu/en/policies/ai-talent-skills-
and-literacy? Information retrieved on 25 August 2026.

this work through Testbädd Sverige in close 
collaboration with RISE. The Swedish Armed 
Forces should be a key partner, alongside the 
Swedish Defence Materiel Administration, the 
Swedish Transport Administration, the Swedish 
Transport Agency, the Swedish Energy Agency, 
higher education institutions and the business 
sector. Technical and regulatory testing should 
be viewed as parts of the same innovation 
process. See also the action point on regulatory 
sandboxes below. The European Commission 
explicitly describes AI Factories and Testing and 
Experimentation Facilities as complementary 
parts of the European AI ecosystem.66

•	 Ensure access to Swedish and European 
storage and computing capacity for sensitive 
data This should be achieved by expanding 
capacity for the secure storage and processing 
of sensitive research and industrial data, and 
by establishing clear procedures for accessing 
and using this capacity alongside computing 
resources for software for critical physical 
systems. Sweden should also make used 
of European capacity where it is more cost-
effective or strategically appropriate. The aim 
is not for Sweden to be self-sufficient in all 
computing power (this is neither realistic nor 
necessary). Instead, the aim should be strategic 
freedom of action. Sweden needs to have its 
own capacity for sensitive and strategically 
important areas of application, while at the same 
time benefiting from the existing European 
infrastructure. We will also, for the foreseeable 
future, be dependent on US digital services and 
should be able to use them where appropriate. 
At the same time, Sweden and Europe need 
to develop their own alternatives, so that we 
are not entirely dependent on a single supplier 
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or region. This will create greater resilience 
and freedom of action should circumstances 
change. The Swedish Research Council/
NAISS should be responsible for coordination 
in collaboration with Sunet, RISE, Digg and 
relevant authorities. This action point is in line 
with developments already taking place within 
EuroHPC. Sweden has both Mimer and access 
to European systems, while the new Mimer 
infrastructure explicitly includes large-scale 
storage for sensitive data.67 In addition to this, 
there are private initiatives such as Sferical AI.

In the short term, Sweden should assess how 
existing testbeds can collectively cover the entire 
chain from data and computation to develop-
ment, testing and validation. The assessment 
should identify specific gaps rather than assume 
that new infrastructure needs to be built. Further-
more, a single point of access to Swedish infra-
structure for software for critical physical systems 
should be developed, and a national plan drawn 
up for how existing test and demonstration envi-
ronments can be linked together. Vinnova should 
be responsible for mapping the testbeds, while 

67	 The European High Performance Computing Joint Undertaking (2025). EuroHPC JU Signs Contract to Deploy a New AI-Optimised 
Supercomputer in Sweden. Press release. 21 April 2026.

the Swedish Research Council/NAISS should be 
responsible for the digital infrastructure. Work on 
creating a forum for experts in software for critical 
physical systems, and on using the EU’s Com-
petitiveness Compass to fund development and 
upscaling, should begin immediately. 

Within two to three years, Sweden should have a 
coherent model in which companies and re-
searchers can progress from access to data and 
computing power to development, testing and 
validation without having to navigate between a 
large number of separate infrastructures. A net-
work of prioritised test facilities should be estab-
lished, with specific capacity for autonomous and 
safety-critical systems.

By 2035, capacity should be scaled in line with 
demand and developments in software for critical 
physical systems. At the same time, Sweden should 
be fully integrated into the European infrastructure 
for AI computing and utilise both national resourc-
es and EuroHPC’s AI Factories and AI Gigafactories.
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Proposal: Make regulations and 
certification more predictable

68	 EU (2024). The AI Act. Regulation (EU) 2024/1689 laying down harmonised rules on artificial intelligence.

69	 EU (2026). AI Omnibus enters into force. Website: digital-strategy.ec.europa.eu/en/news/ai-omnibus-enters-force? Information 
retrieved on 25 August 2026.

70	 EU (2026). Standardisation of the AI Act. Website: digital-strategy.ec.europa.eu/en/policies/ai-act-standardisation? Information 
retrieved on 25 August 2026.

Current regulations and processes for test-
ing, assessment and certification are not fully 
adapted to AI- and software-based systems, 
nor to technological developments that are 
outpacing the evolution of the regulatory 
framework. Another problem is that systems 
undergo continuous development throughout 
their lifecycle. It can be difficult for companies 
to determine at an early stage which require-
ments apply, which authority is responsible, 
and what tests and supporting documentation 
will be required. The problem becomes par-
ticularly evident when software is combined 
with physical equipment and used in safety-
critical environments, where several regulatory 
frameworks and authorities may all be relevant.

The EU AI Act has entered into force, while the 
requirements for high-risk AI are being phased 
in. The act sets out requirements relating to, 
among other things, risk management, data 
quality, documentation, traceability, human 
oversight, robustness and cybersecurity.68

The European regulatory framework is still 
under development. A new regulatory frame-
work came into force in July 2026. Its aims 
include reducing the administrative burden 
on businesses, allowing more time to adapt to 
certain high-risk requirements, and increasing 
opportunities for testing and experimenta-
tion.69 There is also a European standardisation 

initiative in which harmonised standards are 
intended to translate the AI Act’s overarch-
ing requirements into technical approaches, 
thereby creating greater legal predictability for 
businesses.70 

We believe that Sweden should not attempt to 
create its own certification system for software 
used in critical physical systems. However, we 
do believe that European regulations need to 
be made easier to understand, apply and test 
in Sweden. There is also a need for better coor-
dination between the authorities and standard-
isation bodies with which companies interact.

Our proposal is therefore to establish a more 
coherent pathway from development and 
testing through to conformity assessment and 
market entry. The requirements should, as far 
as possible, be risk- and function-based and 
allow scope for technical development, while 
maintaining security and fundamental rights. 
Companies should be able to obtain guidance 
at an early stage on which regulatory frame-
works are relevant, which requirements apply 
and how they can demonstrate that their solu-
tions meet those requirements.
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Specific action points to make regulatory 
frameworks and certification more 
predictable for the development of 
software for critical physical systems:

•	 Create a single point of contact for 
companies seeking regulatory guidance. 
Develop a national service that provides 
companies with early guidance on the 
regulatory frameworks, relevant authorities, 
standards and assessment procedures that 
applies to products involving software for 
critical physical systems. The service should 
be aimed in particular at smaller companies 
that lack in-house regulatory expertise. It 
should also offer practical guidance on 
how different regulatory frameworks and 
standards interrelate, the requirements 
applicable to different types of systems, the 
documents that need to be produced, and 
how companies can demonstrate compliance 
with the requirements. It should be possible 
to obtain initial guidance on, for example, the 
AI Act, cybersecurity requirements, product 
safety and sector-specific regulations before 
a company invests in full-scale development 
and certification. The guidance should focus 
in particular on areas where several regulatory 
frameworks overlap, such as autonomous 
vehicles, robotics, industrial control systems 
and defence equipment. The Swedish Post and 
Telecom Authority (PTS) should be responsible 
for coordination, as, according to the proposal 
in the Swedish AI inquiry, PTS is to have primary 
responsibility for market surveillance under the 
AI Act.71 Relevant sectoral authorities, Vinnova, 
RISE, the Swedish Data Protection Authority, 
the Swedish Standards Institute, accredited 
bodies and relevant industry organisations 
should be involved. For example, the Swedish 

71	 Government Reports (2025). Adaptations to the AI Act. Safe use, effective control and support for innovation (SOU 2025:101).

Transport Agency should have a clear role 
where systems relate to the transport sector’s 
regulatory framework. 

•	 	Establish a national regulatory sandbox 
for software in critical physical systems, 
with sector-specific tracks. We propose a 
regulatory sandbox where companies can 
develop and test software for critical physical 
systems under the guidance of the relevant 
authorities. The sandbox should be able to 
operate at a comprehensive and general level, 
while also having specific tracks for transport 
and defence, for example. The aim is to enable 
companies to understand at an early stage how 
the rules are to be applied, to identify obstacles 
and to gather experience that can be used for 
future guidance and regulatory development. 
An important consideration is that the EU AI 
Act requires each Member State to establish at 
least one AI regulatory sandbox. We propose 
that PTS be responsible for coordination, in line 
with the proposals of the Swedish AI Inquiry. 
Several stakeholders need to collaborate on 
this, such as RISE, Vinnova, sectoral authorities 
and higher education institutions. 

•	 Strengthen Sweden’s involvement in 
the development of standards relevant 
to software for critical physical systems 
by increasing the participation of Swedish 
companies and public authorities in European 
and international standardisation work. Sweden 
should give particular priority to standards 
for risk management and for the quality and 
robustness of AI systems. The European 
Commission emphasises that harmonised 
standards are key to creating legal certainty 
and reducing compliance costs. The standards 
are voluntary but can provide companies with 
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important information once they have been 
published and referenced in the Official Journal 
of the European Union.72 For Sweden, this is 
also a way of influencing the practical design 
of the regulatory framework rather than merely 
adapting to ready-made rules. The Swedish 
Standards Institute (SIS) should coordinate 
this work in collaboration with PTS, RISE, 
Vinnova, relevant authorities, universities and 
businesses.

In the short term, Sweden should map out where 
companies currently face the greatest regulatory 
bottlenecks and identify the most common situ-
ations where multiple regulatory frameworks or 
authorities overlap. The mapping exercise should 
specifically cover software-based products and 
systems used in safety-critical physical environ-
ments. 

Within two to three years, Sweden should have a 
functioning model whereby companies can be 
informed at an early stage about which regulatory 
frameworks apply. For smaller companies, there 
should be shared tools, templates and test envi-
ronments that reduce the costs of compliance.

Up until 2035, the regulatory framework and stand-
ardisation work should be developed continuously 
in step with technological progress. Stakeholders 
in Sweden should use their experience to influ-
ence the EU’s guidance, standards and future 
regulatory developments.

We wish to emphasise that the proposal is not 
intended to lower safety requirements. Instead, 
we aim to achieve the same or a higher level of 
safety through shorter, clearer and more predict-
able pathways from development to an approved 
product. 

72	 EU. Standardisation of the AI Act. Website: digital-strategy.ec.europa.eu/en/policies/ai-act-standardisation? Information retrieved on 25 August 2026.

Recommendations

The working group has three summary recommen-
dations on what Sweden should focus on to build 
Swedish competitiveness, achieve sustainability 
and contribute to Swedish and global security. 
These are based on an analysis of the current situ-
ation regarding Sweden’s position in the field of 
software for critical physical systems, international 
development trends and a review of key issues 
that identify obstacles and opportunities for Swe-
den’s continued development. They summarise a 
number of proposals and action points which are 
set out in greater detail in the report. 

•	 	Accelerate companies´ transition from 
traditional products to AI-enabled, learning 
systems through new business models, 
organisational structures and stronger 
collaboration between stakeholders. 
Strengthen expertise at board and senior 
management level 

•	 Build expertise and experience in securing 
critical physical systems. Adapt education 
and skills development more rapidly to 
meet industry’s need for secure and reliable 
software.

•	 Shorten the path from development to 
market. Create platforms for developing, 
testing and validating software in realistic 
environments through collaboration 
between industry, academia and the public 
sector.
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Glossary

Autonomous transport systems 

Solutions in which vehicles (such as cars, buses or 
drones) can navigate and make decisions without 
a driver having to control every step. 

Cyber security 

Efforts to protect computers, software, networks 
and information against digital attacks, 
unauthorised access and other threats.

DARPA

Abbreviation for the Defence Advanced Research 
Projects Agency. DARPA is a US government 
agency that funds research and development into 
new technologies for defence purposes. DARPA 
runs time-limited research programmes in which 
researchers, companies and other stakeholders 
collaborate on specific technical problems and 
projects involving high technical risk.

GPU 

Abbreviation for Graphics Processing Unit. A GPU 
is a processor that is particularly well suited to 
performing many calculations in parallel and is 
therefore used, among other things, to develop 
and run AI.

Embedded 

The term is traditionally used for software that is 
integrated directly into a physical product, such as 
a vehicle or an industrial system.

Interoperability 

The ability of different systems and programmes to 
exchange information and work together.

Code

Instructions written in a programming language 
that tell a computer what to do and how a 
programme or system should function. Code is 
part of the software.

Software

Programmes and systems consisting of code that 
can be run on a computer or other digital device. 
Software includes, for example, operating systems, 
applications, scripts and drivers, and may also 
contain data and settings. 

NAISS

Abbreviation for the National Academic 
Infrastructure for Supercomputers in Sweden. 
NAISS is a national academic infrastructure 
for supercomputers that provides large-scale 
computing resources, storage and data services 
for academic users.

NIST 

Abbreviation for the National Institute of Standards 
and Technology. 

Sferical AI 

Sferical AI was founded by AstraZeneca, Ericsson, 
Saab, SEB and Wallenberg Investments. The 
company is building a Swedish platform for AI 
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computing that will provide businesses with 
secure access to powerful computing capacity to 
develop and utilise AI.

STEM 

Abbreviation for science, technology, engineering 
and mathematics. 

WASP

Abbreviation for Wallenberg AI, Autonomous 
Systems and Software Programme. WASP is a 
Swedish research programme that develops 
research and expertise in AI, autonomous systems 
and software.
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Sweden’s industrial expertise and competitiveness. For more information about 
IVA and the Academy’s projects, see the website www.iva.se. 
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